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Abstract: 
 

Introduction: As the internet and communication technologies are getting developed, commercial 

transaction is becoming more electronic. This change also brings new approaches to a new 

payment mechanism. Security and trust are major issues that need due consideration while 

adopting these payment methods. 

Purpose: This study attempts to examine the interaction between perceived security, perceived 

trust, and intention to use digital payment systems. The technical protection, transaction 

procedures, and security behavior adopted by customers have been studied to understand the 

security and trust perception of customers. 

Methodology: The sample of the study was reached by using the judgment sampling method and 

data from 460 respondents was collected using a structured questionnaire. The compiled data 

was tested with Structural Equation Model. 

Findings: A statistically significant and positive relationship was found between transaction 

procedure, technical protection, and security behavior adopted by customers on perceived 

security and perceived trust which in turn have a positive and significant impact on intention to 

use digital payments. The findings of the study are expected to contribute to the extant literature 

and explain the security and trust perception of individuals to increase the usage of digital 

payments. 
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I. Introduction 
 

Cash is still most crucial and inseparable part of transactions as being convenient and readily 

acceptable mode of making payments. (Eswaran 2019) Digital payments are also gaining 

momentum due to development in internet technologies and smartphone penetration. 

Government of India is also promoting digital payments through its Digital India initiative with 

the purpose to eliminiate black money and curbs corruption. The RBI-DPI index has also 

demonstrated the significant growth in digital payments across the country. A growth of 30.19% 

has been recorded in digital payments during the year ending March 2021. This digital payment 

system cannot be successful without the acceptance of users. The previous studies have 

suggested that customer adoption to digital payments is very low in India. The customers’ 

intention to adopt digital payments is influenced by many factors such as convenience, 

flexibility, privacy, and security of the system (Harris et al., 2011). The literature reveals that 

security issues and trust are major factors that create a hurdle in adoption of digital payments 

(Hassan and Shukur 2019; Rouibah, Lowry, and Hwang 2016). 

Despite a number of benefits which digital payments offer, still there is a question of security 

and privacy of these transactions. The information provided about user to complete the 

transaction can be hacked and misused. To reduce these security and privacy issues, it is 

important that customers have to be digitally literate and aware about privacy and security 

measures while doing digital transactions (N 2018). A robust and secure infrastructure and 

efficient payment system must be provided by regulatory bodies and internet service providers. 

The purpose of this study is to investigate the effect of the perceived security and trust on 

customer intention to adopt digital payments. It also tries to investigate the important factors 

which significantly influence customer perception of security and trust while using digital 

payment system. The data for the research has been collected from Indian customers in Haryana 

state. 

II. Review of Literature 
 

In order to understand the factors that influence the customer perception of security and trust 

while using electronic payment modes, the relevant literature was reviewed which provided 

conceptual foundation.With the increasing use of electronic payment system, there is more 

research on security issues. The literature highlights the fact that security perception has 

influence on customers’ intention to adopt digital payments (Sathye 1999; Singh and Srivastava 

2020; Wang et al. 2003). (Kim et al. 2010) examined the effect of perceived security and 

perceived trust on intention to use EPS. They developed a research model that delineates the role 

of perceived security in building the customers’ trust and their positive effect on customer 

intention to use EPS. (Smith 1999) The main security issues while transacting business on 

internet are related to data encryption and user authentication.To prevent fraud and to resolve the 

weak points in security system, a close cooperation is required from service provider as well as 

individual users. Technology should give effective response to ensure protection from 
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unauthorised access and security and privacy of data. (Linck, Pousttchi, and Wiedemann 2006a) 

Customers’ are very sensitive about the security and privacy of their personal information. 

Technical protection should be ensured for privacy and integrity as it is very critical factor to 

increase the customers’ use of EPS. (Roca, García, and de la Vega 2009) investigated the role of 

perceived trust, security and privacy in online trading with traditional TAM model constructs. 

The study suggested that security system of online trading must be improved as security 

perception is important dimensions to improve trust which consequently likely to increase the 

use of online services. (Saxena and Awasthi 2015) Individuals should adopt adequate security 

measures to get protected from online banking fraud. Individuals should secure their computer or 

smartphone devices with antivirus software, create strong password and should report suspicious 

emails or SmS to their financial institutions. (Barkhordari et al. 2017) performed an empirical 

investigation on factors that influence trust in EPS system on Iranian customers. The findings 

revealed that technical protection, transaction procedures, and security features are the most 

influencing factors on perceived trust of customers. (Hassan and Shukur 2019) to enhance the 

digital payment adoption around the world, digital payments must have an efficient security 

protocol that can ensure high security for online transactions. (Hassan et al. 2020) Security and 

trust are the fundamental part of electronic transactions. With the growing interest of customers 

in EPS and significant growth in electronic payments, more focus is being given on security 

issues in electronic payments. The growth in electronic payments demands the improvement of 

information technologies. 

Based on literature review, we can categorize some factors that influence customer perception of 

security and trust in digital payments: transaction procedure, technical protection and security 

behavior adopted by customers. A research model has been developed to test the influence of 

perceived security and perceived trust on intention to use digital payment modes. 

III. Research Model and Hypothesis 
 

Figure 1 has shown our research model which tests the effect of technical protection, transaction 

procedure and security behavior on perceived security and perceived trust and also integrates the 

direct effect of security and trust on intention to use digital payments. 

 
 

Figure 1 Research Model 
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Construct Description 

Technical Protection Termed as technical mechanism employed in EPS to ensure payment 

security during the electronic transactions. (Chellappa and Pavlou 2002) 

Transaction Procedure A series of steps employed to complete the transaction digitally: 

authentication prior to transaction, authorization during transaction, and 

acknowledgement after the transaction. ( Kim et al. 2010) 

Security Behavior Used to assess the customer behavior to keep their information secure 

while transacting digitally. 

Perceived Security Security is customers subjective evaluation of the digital payment 

security.(Linck, Pousttchi, and Wiedemann 2006a) 

Perceived Trust Trust is customers belief that a particular 

transaction will occur in a manner that is consistent 

with their expectations.(Barkhordari et al. 2017) 

Intention to Use Customer intention to adopt digital payments 

Table 1 Research constructs 
  

H1: Technical protection has significant impact on perceived trust on customers’ intention to use 

cashless transactions. 

H2: Transaction procedure has significant impact on perceived trust on customers’ intention to 

use cashless transactions. 

H3: Security behavior has significant impact on perceived trust on customers’ intention to use 

cashless transactions. 

H4: Technical protection has significant impact on perceived security on customers’ intention to 

use digital payments. 

H5: Transaction procedure has significant impact on perceived security on customers’ intention 

to use digital payments. 

H6: Security behavior has significant impact on perceived security on customers’ intention to use 

digital payments. 

H7: Perceived security has significant impact on perceived trust on customers’ intention to use 

digital payments. 

H8: Perceived trust has significant impact on customers’ intention to use digital payments. 

H9: Perceived security has significant impact on perceived trust on customers’ intention to use 

digital payments. 

IV. Materials & Methodology 

Research Methodology 

To validate the research model and test the hypothetical framework, an empirical research design 

was adopted. A self administered questionnaire was designed which consisted of demographic 
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details and statements related to transaction procedure (Junadi and Sfenrianto 2015; Kim et al. 

2010), technical protection(Kim et al. 2010; Linck, Pousttchi, and Wiedemann 2006b) and 

security behavior perceived by customer, perceived security, and perceived trust(Shree et al. 

2021) on intention to use digital payments. 

Survey Administration 
 

The survey was administered in six districts of Haryana state in India. The questionnaire was 

distributed through emails, whatsapp and personal visit. Data was collected from 486 

respondents out of which 26 forms were found incomplete and eliminated for further analysis. 

460 responses were found valid for further analysis. Each questionnaire item was scored on a 

five-point Likert scale (1 = strongly disagree; 2 = disagree; 3 = moderately agree; 4 = agree; and 

5 = strongly agree). This data was analyzed using AMOS and SPSS software. 

Measurement Model: Initial six factors measurement model contained 24 statements categorized 

under six factors: Perceived trust (4); Perceived security (4); Transaction procedure (4); 

Technical protection (4); Security behavior (4) and intention to use (4) was tested. This initial 

measurement model did not fulfill the fitness criteria (χ2 = 994.370; df= 237; P = 0.000; χ2/ df = 

4.196 ; CFI= .905; IFI=.905; TLI = .889; PGFI = .671; RMR= .058; RMSEA=.085), as the 

RMSEA failed to satisfy cut off criteria <0.08 (Mac Callum et al, 1996 and Byrne, 1998). 
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Figure 2: Measurement Model 
 

Model was refined on the basis of Standardized Regression Weight (SRW); Modification Indices 

and indicator loadings. Three indicators were removed from the initial measurement model: 

INT3; PS4 and TRP 1 from the constructs being the loading value less than 0.5. Final refined 

measurement model, shown in Fig 2, found appropriately fitted to the data (χ2 =541.306; df= 

172; P = 0.000; χ2/ df = 3.147; CFI= .943; IFI=.943; TLI = .930; PGFI = .670; RMR= .055; 

RMSEA=.070). Thus the final measurement model comprised 21 statement grouped under six 

constructs. 
 

S. 

No. 

Construct Statements Code Indicator 

loading 

 
1. 

Perceived 

Security 

I perceive the information relating to user 

and digital transaction as secure. 

PS1 0.95 

I perceive the digital transaction as secure. PS2 0.89 
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  Advances in internet security technology 

provide for safer transactions. 

PS3 0.90 

I feel it safe to store my card details on 

phone or laptop 

PS4 0.48 

(Removed) 

 

 

 

 
2. 

 

 

 

Transaction 

Procedure 

Unauthorized person may not access my 

personal information 

TRP1 0.46 

(Removed) 

The website verifies my identity before 

processing the transaction 

TRP2 0.79 

I perceive usage of OTP a secure 

mechanism for authentication E- payment 

TRP3 0.84 

It is safe to share your bank account details 

for making digital payments. 

TRP4 0.95 

 

 

 

3. 

 

 

 
Technical 

protection 

I do not fear hacker invasion in using E- 

payments. 

TECP1 0.76 

POS machines cannot copy details of Dr. 

and Cr. Card when swipe. 

TECP2 0.92 

Use of public Wi-Fi is safe for making E- 

payment. 

TECP3 0.79 

Advances in internet security technology 

provide for safer transactions. 

TECP4 0.82 

 

 

 

 
4. 

 

 

 

Perceived 

trust 

I swipe only at trusted POS systems PT1 0.84 

I trust the security mechanism of Cashless 

payments. 

PT2 0.82 

I trust the information provided by me 

during the cashless payment would be kept 

confidential 

PT3 0.75 

I believe the digital payments are secure 

and trustworthy. 

PT4 0.62 

 

 

 

5. 

 

 

 
Security 

behavior 

Despite some risk, I still trust digital 

payment system. 

SB1 0.80 

I do security check before downloading the 

App 

SB2 0.84 

I believe login process of these wallets is 

secure. 

SB3 0.76 

I ensure web link to be secure before 

entering my details to a website. 

SB4 0.81 
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6. 

 

 

 
 

Intention to 

use 

I am using and will keep using cashless 

modes of payment. 

INT1 0.74 

I intend to increase my use of the cashless 

modes in the future. 

INT2 0.81 

I recommend/ encourage my friends or 

relatives to use cashless modes. 

INT3 0.41 

(Removed) 

I am likely to use cashless payment options 

regularly] 

INT4 0.80 

Table 2- Indicator Loading 
 

Reliability & Validity Test: Table 3 demonstrated that all the constructs used in the measurement 

model satisfied the criteria of reliability and validity. Cronach’s alpha value for the constructs 

found greater than the threshold value 0.7 (Field, 2007) that proved the reliability of the 

constructs. CR values varied from 0.829 to 0.936, AVE found greater than 0.5 and CR are also 

greater than AVE that satisfied the convergent validity criteria suggested by Malhotra and Dash 

(2016). The model also found sound on the ground of Fornell–Lacker discriminant validity 

criteria (Fornell and Cha, 1994). 
 

 Alph 

a 

 

 

CR 

 

AV 

E 

 

MS 

V 

Max 

R(H 

) 

 

 

PT 

 

 

INT 

 

 

SB 

 

 

TRP 

 

TEC 

P 

 

 

PS 

 

PT 

0.859 0.84 

9 

0.58 

7 

0.36 

1 

0.86 

7 

 

0.766 

     

 

INT 

0.831 0.82 

9 

0.61 

8 

0.49 

7 

0.83 

3 

 

0.573 

 

0.786 

    

 

SB 

0.876 0.87 

7 

0.64 

0 

0.49 

7 

0.87 

9 

 

0.601 

 

0.705 

 

0.800 

   

 

TRP 

0.893 0.89 

7 

0.74 

5 

0.38 

7 

0.92 

9 

 

0.501 

 

0.584 

 

0.622 

0.86 

3 

  

 

TECP 

0.882 0.89 

5 

0.68 

1 

0.33 

1 

0.91 

2 

 

0.514 

 

0.575 

 

0.530 

0.46 

1 

 

0.826 

 

 

PS 

0.936 0.93 

6 

0.83 

1 

0.26 

5 

0.94 

4 

 

0.515 

 

0.400 

 

0.401 

0.27 

5 

 

0.224 

0.91 

1 

Table 3: Reliability and validity assessment 

[Note: AVE=Average Variance Extracted; CR=Construct Reliability; PT= Perceived Trust; 

INT= Intention to Use; PT=Perceived Trust; SB=Security Behavior; TRP= Transaction 

Procedure: TECP= Technical Protection; PS= Perceived Security] 
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As the measurement model found appropriate on the basis of fitness criteria, reliability and 

validity criteria, this provided an opportunity to test the hypothesized relation between the latent 

variable through structure model. 

 

 

 

 

 

 

 

 

 
 

Figure 3- Structure Equation Model 
 

Structure Equation Model: The structure model shown in Figure 3 fulfilled the model fitness 

criteria and found adequately fitted to the data as shown in Table 4 (χ2 =659.683; df= 175; P = 

0.000; χ2/ df =3.770; CFI= .925; IFI=.925; TLI = .910; PGFI = .667; RMSEA=.079). 
 

S. no. Fit Indicator Actual value Recommended criteria 

1. χ2 659.683  

2. Df 175 
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3. Sig. 0.000  

4. χ2/df 3.770 2-5 (Wheaton et al., 1977) 

5. CFI .925 ≥0.90 (Bentler, 1990; Byrne, 1998) 

6. IFI .925 ≥0.90 (Bentler, 1990; Byrne 1998) 

7. TLI .910 ≥0.90 (Bentler, 1990) 

8. PGFI .667 > 0.50) Mulaik et al. (1989) 

9. RMSEA .079 <0.08 Good fit (Byrne, 1998) 

Table 4- Fit indicators 
 

Table 5 highlighted that security behavior (β = 0.296; P= 0.001); Technical protection (β = 

0.257; P = 0.001) and transaction procedure (β = 0.154; P = 0.012) showed significant impact on 

perceived trust. Thus the hypothesis H1, H2, H3 was supported here. On the other side, 

Technical protection (β = 0.009; P = 0.832) and transaction procedure (β = 0.042; P = 0.536) 

failed to show any significant impact on perceived security but security behavior (β = 0.372; P= 

0.001) showed significant association with perceived security. The hypothesis H4, H5 was not 

supported and H6 hypothesis was supported hereby. 
 

Hypothesis Relationship Path 

coefficient (β) 

Significance Acceptance/Rejection 

of Hypothesis 

H1 Technical protection -> 

Perceived trust 

0.257 0.001 Supported 

H2 Transaction procedure-> 

Perceived trust 

0.154 0.012 Supported 

H3 Security behavior -> 

Perceived trust 

0.296 0.001 Supported 

H4 Technical protection -> 

Perceived security 

0.009 0.832 Not Supported 

H5 Transaction procedure-> 

Perceived security 

0.042 0.536 Not Supported 

H6 Security behavior -> 

Perceived security 

0.372 0.001 Supported 

H7 Perceived security-> 

Perceived trust 

0.300 0.002 Supported 

H8 Perceived trust -> 

Intention to use 

0.603 0.001 Supported 

H9 Perceived security-> 

Perceived trust -> 

Intention to use 

0.181 0.001 Supported 

Table 5- Hypothesis relation between variables 
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The results in terms of path coefficient and p value demonstrated the significant impact of 

perceived security (β = 0.300; P = 0.002) on perceived trust which means H7 is supported. 

Perceived trust (β = 0.603; P =0.001) significantly impact the intention to use cashless 

transaction. This depicted that perceived security of cashless transaction creates the trust on 

cashless transaction that further impact customers’ intention to use cashless transactions (Kim et 

al. 2010). Thus the hypothesis H8 is supported hereby. Perceived security showed significant 

indirect impact on intention to use digital payments through perceived trust (β =0.181; P =0.001) 

which means hypothesis H9 is also supported. 

Conclusion and Implications 
 

Security and privacy have been most critical factors on adoption of internet based services. This 

study was an attempt to analyze the impact of perceived security and perceived trust on intention 

to use digital payments. The proposed research model integrated the determinants of perceived 

security and trust and also the effect of security and trust on digital payment adoption. The 

determinants of security and trust included technical protection, transaction procedure taken from 

previous studies and security behavior was the new dimension which was not included in 

previous studies. The study provided insights about customers’ intention to use digital payments. 

The results showed that there is a significant relation between perceived security and perceived 

trust on intention to adopt digital payments which is consistent with previous studies. Perception 

of security helps to build trust and ultimately results in more use of digital payments. 

It provides theoretical contribution in this area of research and also provides practical 

suggestion for service providers and regulatory bodies to enhance the use of digital payments. A 

world class safe and secure infrastructure should be provided to ensure security and privacy of 

information on internet. The technical protection and transaction procedure should ensure only 

authorized access to customer’s personal information, step by step verification of transaction. 

Customers should be aware about security measures to be taken while doing digital transaction 
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